AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

§1233.20

(e) For further guidance on request-
ing records from a NARA Federal
Records Center, consult the NARA
Federal Records Centers Program Web
site (hittp://www.archives.gov/frc/tool-
kit.html#tretrieval), or current NARA
publications and bulletins by con-
tacting the Office of Regional Records
Services (NR), or individual NARA
Federal Records Centers (hitp://
www.archives.gov/frc/locations.html), or
the Washington National Records Cen-
ter (NWMW).

§1233.20 How are disposal clearances
managed for records in NARA Fed-
eral Records Centers?

(a) The National Personnel Records
Center will destroy records covered by
General Records Schedules 1 and 2 in
accordance with those schedules with-
out further agency clearance.

(b) NARA Federal Records Centers
will destroy other eligible Federal
records only with the written concur-
rence of the agency having legal cus-
tody of the records.

(c) NARA Federal Records Centers
will maintain documentation on the
final disposition of records, as required
in 36 CFR 1232.14(d).

(d) When NARA approves an exten-
sion of retention period beyond the
time authorized in the records schedule
for records stored in NARA Federal
Records Centers, NARA will notify
those affected records centers to sus-
pend disposal of the records (see
§1226.18 of this subchapter).

(e) For further guidance on records
disposition, consult the NARA Federal
Records Centers Program Web site
(http://www.archives.gov/frc/tool-
kit.html#tdisposition), or current NARA
publications and bulletins by con-
tacting the Office of Regional Records
Services (NR) or individual NARA Fed-
eral Records Centers (hitp://
www.archives.gov/frc/locations.html), in-
dividual NARA regional facilities, or
the Washington National Records Cen-
ter (NWMW).
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Subpart D—Facility Approval and
Inspection Requirements

1234.30 How does an agency request author-
ity to establish or relocate records stor-
age facilities?

1234.32 What does an agency have to do to
certify a fire-safety detection and sup-
pression system?

1234.3¢ When may NARA conduct an inspec-
tion of a records storage facility?

APPENDIX A TO PART 1234—MINIMUM SECU-
RITY STANDARDS FOR LEVEL III FEDERAL
FACILITIES

APPENDIX B TO PART 1234—ALTERNATIVE CER-
TIFIED FIRE-SAFETY DETECTION AND SUP-
PRESSION SYSTEM(S)

AUTHORITY: 44 U.S.C. 2104(a), 2904, 2907,
3102, and 3103.

SOURCE: 74 FR 51014, Oct. 2, 2009, unless
otherwise noted.

Subpart A—General

§1234.1 What authorities apply to part
1234?

NARA 1is authorized to establish,
maintain and operate records centers
for Federal agencies under 44 U.S.C.
2907. NARA is authorized, under 44
U.S.C. 3103, to approve a records center
that is maintained and operated by an
agency. NARA is also authorized to
promulgate standards, procedures, and
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guidelines to Federal agencies with re-
spect to the storage of their records in
commercial records storage facilities.
See 44 U.S.C. 2104(a), 2904, and 3102. The
regulations in this subpart apply to all
records storage facilities Federal agen-
cies use to store, service, and dispose of
their records.

§1234.2 What does this part cover?

(a) This part covers the establish-
ment, maintenance, and operation of
records centers, whether Federally-
owned and operated by NARA or an-
other Federal agency, or Federally-
owned and contractor operated. This
part also covers an agency’s use of
commercial records storage facilities.
Records centers and commercial
records storage facilities are referred
to collectively as records storage fa-
cilities. This part specifies the min-
imum structural, environmental, prop-
erty, and life-safety standards that a
records storage facility must meet
when the facility is used for the stor-
age of Federal records.

(b) Except where specifically noted,
this part applies to all records storage
facilities. Certain noted provisions
apply only to new records storage fa-
cilities established or placed in service
on or after September 28, 2005.

§1234.3 What publications are incor-
porated by reference in this part?

(a) Certain material is incorporated
by reference into this part with the ap-
proval of the Director of the Federal
Register under 5 U.S.C. 552(a) and 1
CFR part 51. To enforce any edition
other than that specified in this sec-
tion, NARA must publish notice of
change in the FEDERAL REGISTER and
the material must be available to the
public. All approved material is avail-
able for inspection at the Office of the
Federal Register. For information on
the availability of this material at the
Office of the Federal Register, call 202—
741-6030 or go to http:/www.archives.gov/
federal register/
code of federal regulations/
ibr _locations.html.

(b) The material incorporated by ref-
erence is also available for inspection
at NARA’s Archives Library Informa-
tion Center (NWCCA), Room 2380, 8601
Adelphi Road, College Park, MD 20740—

§1234.3

6001, phone number (301) 837-3415, and is
available for purchase from the sources
listed below. If you experience dif-
ficulty obtaining the standards ref-
erenced below, contact NARA’s Space
and Security Management Division
(NAS), National Archives and Records
Administration, 8601 Adelphi Road,
College Park, MD 20740-6001, phone
number (301) 837-1867.

(c) American National Standards Insti-
tute (ANSI). The following standards
are available from the American Na-
tional Standards Institute, 25 West 43rd
St., 4th Floor, New York, NY 10036,
phone number (212) 642-4900, or online
at http://webstore.ansi.org.

(@Y IAPMO/ANSI UMC 1-2003
(“IAPMO/ANSI UMC 1), Uniform Me-
chanical Code, 2003, IBR approved for
§1234.12.

(2) NFPA 40 (‘“‘NFPA 40-1997"’), Stand-
ard for the Storage and Handling of
Cellulose Nitrate Motion Picture Film,
1997 Edition, IBR approved for §1234.12.

(3) NFPA 42 (““NFPA 42”), Code for
the Storage of Pyroxylin Plastic, 1997
Edition, IBR approved for §1234.12.

(4) NFPA 54 (“NFPA 54”), National
Fuel Gas Code, 2002 Edition, IBR ap-
proved for §1234.12.

(5) NFPA 101 (“NFPA 101”), Life
Safety Code, 1997 Edition, IBR ap-
proved for §1234.12.

(d) Document Center Inc. The fol-
lowing standards are available from
the standards reseller the Document
Center Inc., 111 Industrial Road, Suite
9, Belmont, CA, 94002, phone number
(650) 591-7600, or online at http:/
www.document-center.com.

(1) ANSI/NAPM 1T79.18-1996 (‘‘ANSI/
NAPM 1T79.18”’), Imaging Materials—
Processed Photographic Plates—Stor-
age Practices, September 8, 1996, IBR
approved for §1234.14.

(2) ANSI/NAPM 1T79.23-1996 (‘‘ANSI/
NAPM 1T9.23”), Imaging Materials—
Polyester Base Magnetic Tape—Stor-
age, September 6, 1996, IBR approved
for §1234.14.

(e) Document Engineering Co., Inc.
(DECO). The following standards are
available from the standards reseller
DECO—Document Engineering Co.,
Inc., 15210 Stagg Street, Van Nuys, CA,
phone number (818) 782-1010, or online
at http:/www.doceng.com.
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(1) ANSI/NAPM 1T79.20-1996 (‘‘ANSI/
NAPM 1T9.20), Imaging Materials—
Reflection Prints—Storage Practices,
September 8, 1996, IBR approved for
§1234.14.

(2) NFPA 221 (“‘NFPA 221”’), Standard
for Fire Walls and Fire Barrier Walls,
1994 Edition, November 1, 1994, IBR ap-
proved for §1234.4.

(3) ASTM E 119-98 (‘““ASTM E 119-98""),
Standard Test Methods for Fire Tests
of Building Construction and Mate-
rials, 1998, IBR approved for §1234.12.

(4) NFPA 10 (““NFPA 10”), Portable
Fire Extinguishers, 1994 Edition, No-
vember 1, 1994, IBR approved for Ap-
pendix B to part 1234.

(6) NFPA 13 (“‘NFPA 13”), Standard
for Installation of Sprinkler Systems,
2002 Edition, October 1, 2002, IBR ap-
proved for §§1234.10 and 1234.12, and Ap-
pendix B to part 1234.

(6) NFPA 20 (‘“‘NFPA 20”), Standard
for the Installation of Centrifugal Fire
Pumps, 1996 Edition, January 1, 1996,
IBR approved for Appendix B to part
1234.

(f) Global Engineering Documents. The
following standards are available from
the standards reseller Global Engineer-
ing Documents, 15 Inverness Way, East
Englewood, CO 80112, phone number
(800) 854-7179, or online at http:/
www.global.ihs.com.

(1) ANSI/PIMA 1T9.25-1998 (‘‘ANSI/
PIMA 1T9.25), Imaging Materials—Op-
tical Disc Media—Storage, 1998, IBR
approved for §1234.14.

(2) Reserved.

(g) Techstreet. The following stand-
ards are available from the standards
reseller Techstreet, 3916 Ranchero
Drive, Ann Arbor, MI 48108, phone num-
ber (800) 699-9277, or online at http:/
www.Techstreet.com.

(1) ANSI/PIMA 1IT9.11-1998 (‘‘ANSI/
PIMA 1T9.11”), Imaging Materials—
Processed Safety Photographic Films—
Storage, January 1, 1998, IBR approved
for §1234.14.

(2) UL 827 (“UL 827’), Central-Sta-
tion Alarm Services, Sixth Edition,
April 23, 1999, IBR approved for Appen-
dix B to part 1234.

(3) UL 1076 (‘UL 1076”’), Proprietary
Burglar Alarm Units and Systems,
Fifth Edition, February 1, 1999, IBR ap-
proved for §1234.10

36 CFR Ch. XII (7-1-12 Edition)

(h) The following standards are not
available from the original publisher or
a standards reseller. As indicated in
paragraph (b) of this section, the stand-
ards are available for inspection at the
NWCCA. In order to inspect the stand-
ards at a NARA location other than the
NARA facility in College Park, MD,
please contact the NWCCA, Room 2380,
8601 Adelphi Road, College Park, MD
20740-6001, phone number (301) 837-3415
or e-mail your request to
alic@nara.gov.

(1) ANSIJASHRAE 55-1992 (‘‘ANSI/
ASHRAE 55’’), Thermal Environmental
Conditions for Human Occupancy, 1992,
IBR approved for §1234.14.

(2) ANSI/JASHRAE 62-1989 (‘‘ANSI/
ASHRAE 62’), Ventilation for Accept-
able Indoor Air Quality, 1989, IBR ap-
proved for §1234.14.

(3) UL 611 (“UL 611”), Central-Sta-
tion Burglar-Alarm Systems, February
22, 1996, IBR approved for §1234.10

§1234.4 What definitions are used in
this part?

The following definitions apply to
this part:

Auzxiliary spaces mean non-records
storage areas such as offices, research
rooms, other work and general storage
areas but excluding boiler rooms or
rooms containing equipment operating
with a fuel supply such as generator
rooms.

Commercial records storage facility has
the meaning specified in §1220.18 of this
chapter.

Existing records storage facility means
any records center or commercial
records storage facility used to store
records on September 27, 2005, and that
has stored records continuously since
that date.

Fire barrier wall means a wall, other
than a fire wall, having a fire resist-
ance rating, constructed in accordance
with NFPA 221 (incorporated by ref-
erence, see §1234.3).

Licensed fire protection engineer means
a licensed or registered professional en-
gineer with a recognized specialization
in fire protection engineering. For
those States that do not separately li-
cense or register fire protection engi-
neers, a licensed or registered profes-
sional engineer with training and expe-
rience in fire protection engineering,
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operating within the scope of that li-
censing or registration, who is also a
professional member of the Society of
Fire Protection Engineers.

Must and provide means that a provi-
sion is mandatory.

New records storage facility means any
records center or commercial records
storage facility established or con-
verted for use as a records center or
commercial records storage facility on
or after September 28, 2005.

Permanent record has the meaning
specified in §1220.18 of this subchapter.

Records center has the meaning speci-
fied in §1220.18 of this subchapter.

Records storage area means the area
intended for long-term storage of
records that is enclosed by four fire
barrier walls, the floor, and the ceiling.

Records storage facility has the mean-
ing specified in §1220.18 of this sub-
chapter.

Sample/Select records means records
whose final disposition requires an ana-
lytical or statistical sampling prior to
final disposition authorization, in
which some percentage of the original
accession will be retained as perma-
nent records.

Should or may means that a provision
is recommended or advised but not re-
quired.

Temporary record has the meaning
specified in §1220.18 of this subchapter.

Unscheduled records has the meaning
specified in §1220.18 of this subchapter.

Subpart B—Facility Standards

§1234.10 What are the facility require-
ments for all records storage facili-
ties?

(a) The facility must be constructed
with non-combustible materials and
building elements, including walls, col-
umns and floors. There are two excep-
tions to this requirement:

(1) Roof elements may be constructed
with combustible materials if installed
in accordance with local building codes
and if roof elements are protected by a
properly installed, properly maintained
wet-pipe automatic sprinkler system,
as specified in NFPA 13 (incorporated
by reference, see §1234.3).

(2) An agency may request a waiver
of the requirement specified in para-
graph (a) from NARA for an existing

§1234.10

records storage facility with combus-
tible building elements to continue to
operate until October 1, 2009. In its re-
quest for a waiver, the agency must
provide documentation that the facil-
ity has a fire suppression system spe-
cifically designed to mitigate this haz-
ard and that the system meets the re-
quirements of §1234.12(s). Requests
must be submitted to the Director,
Space and Security Management Divi-
sion (NAS), National Archives and
Records Administration, 8601 Adelphi
Road, College Park, MD 20740-6001,
phone number (301) 837-1867.

(b) A facility with two or more sto-
ries must be designed or reviewed by a
licensed fire protection engineer and
civil/structural engineer to avoid cata-
strophic failure of the structure due to
an uncontrolled fire on one of the in-
termediate floor levels. For new build-
ings the seals on the construction
drawings serve as proof of this review.
For existing buildings, this require-
ment may be demonstrated by a profes-
sional letter of opinion under seal by a
licensed fire protection engineer that
the fire resistance of the separating
floor(s) is/(are) at least four hours, and
a professional letter of opinion under
seal by a licensed civil/structural engi-
neer that there are no obvious struc-
tural weaknesses that would indicate a
high potential for structural cata-
strophic collapse under fire conditions.

(c) The building must be sited a min-
imum of five feet above and 100 feet
from any 100 year flood plain areas, or
be protected by an appropriate flood
wall that conforms to local or regional
building codes.

(d) The facility must be designed in
accordance with the applicable na-
tional, regional, state, or local building
codes (whichever is most stringent) to
provide protection from building col-
lapse or failure of essential equipment
from earthquake hazards, tornadoes,
hurricanes and other potential natural
disasters.

(e) Roads, fire lanes and parking
areas must permit unrestricted access
for emergency vehicles.

(f) A floor load limit must be estab-
lished for the records storage area by a
licensed structural engineer. The limit
must take into consideration the
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height and type of the shelving or stor-
age equipment, the width of the aisles,
the configuration of the space, etc. The
allowable load limit must be posted in
a conspicuous place and must not be
exceeded.

(g) The facility must ensure that the
roof membrane does not permit water
to penetrate the roof. NARA strongly
recommends that this requirement be
met by not mounting equipment on the
roof and placing nothing else on the
roof that may cause damage to the roof
membrane. Alternatively, a facility
may meet this requirement with strin-
gent design specifications for roof-
mounted equipment in conjunction
with a periodic roof inspection program
performed by appropriately certified
professionals.

(1) New records storage facilities
must meet the requirements in this
paragraph (g) beginning on September
28, 2005.

(2) BExisting facilities must meet the
requirements in this paragraph (g) no
later than October 1, 2009.

(h) Piping (with the exception of fire
protection sprinkler piping and storm
water roof drainage piping) must not
be run through records storage areas
unless supplemental measures such as
gutters or shields are used to prevent
water leaks and the piping assembly is
inspected for potential leaks regularly.
If drainage piping from roof drains
must be run though records storage
areas, the piping must be run to the
nearest vertical riser and must include
a continuous gutter sized and installed
beneath the lateral runs to prevent
leakage into the storage area. Vertical
pipe risers required to be installed in
records storage areas must be fully en-
closed by shaft construction with ap-
propriate maintenance access panels.

(1) New records storage facilities
must meet the requirements in this
paragraph (h) beginning on September
28, 2005.

(2) BExisting facilities must meet the
requirements in this paragraph (h) no
later than October 1, 2009.

(i) The following standards apply to
records storage shelving and racking
systems:

(1) All storage shelving and racking
systems must be designed and installed
to provide seismic bracing that meets

36 CFR Ch. XII (7-1-12 Edition)

the requirements of the applicable
state, regional, and local building code
(whichever is most stringent);

(2) Racking systems, steel shelving,
or other open-shelf records storage
equipment must be braced to prevent
collapse under full load. Each racking
system or shelving unit must be indus-
trial style shelving rated at least 50
pounds per cubic foot supported by the
shelf;

(3) Compact mobile shelving systems
(if used) must be designed to permit
proper air circulation and fire protec-
tion (detailed specifications that meet
this requirement can be provided by
NARA by writing to Director, Space
and Security Management Division
(NAS), National Archives and Records
Administration, 8601 Adelphi Road,
College Park, MD 20740-6001.), phone
number (301) 837-1867).

(j) The area occupied by the records
storage facility must be equipped with
an anti-intrusion alarm system, or
equivalent, meeting the requirements
of UL 1076 (incorporated by reference,
see §1234.3), level AA, to protect
against unlawful entry after hours and
to monitor designated interior storage
spaces. This intrusion alarm system
must be monitored in accordance with
UL 611, (incorporated by reference, see
§1234.3).

(k) The facility must comply with
the requirements for a Level III facil-
ity as defined in the Department of
Justice, U. 8. Marshals Service report
Vulnerability Assessment of Federal
Facilities dated June 28, 1995. These re-
quirements are provided in Appendix A
to this part 1234. Agencies may require
compliance with Level IV or Level V
facility security requirements if the fa-
cility is classified at the higher level.

(1) Records contaminated by haz-
ardous materials, such as radioactive
isotopes or toxins, infiltrated by in-
sects, or exhibiting active mold growth
must be stored in separate areas hav-
ing separate air handling systems from
other records.

(m) To eliminate damage to records
and/or loss of information due to in-
sects, rodents, mold and other pests
that are attracted to organic materials
under specific environmental condi-
tions, the facility must have an Inte-
grated Pest Management program as
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defined in the Food Protection Act of
1996 (Section 303, Pub. L. 104-170, 110
Stat. 15612). This states in part that In-
tegrated Pest Management is a sus-
tainable approach to managing pests
by combining biological, cultural,
physical, and chemical tools in a way
that minimizes economic, health, and
environmental risks. The IPM program
emphasizes three fundamental ele-
ments:

(1) Prevention. IPM is a preventive
maintenance process that seeks to
identify and eliminate potential pest
access, shelter, and nourishment. It
also continually monitors for pests
themselves, so that small infestations
do not become large ones;

(2) Least-toxic methods. IPM aims to
minimize both pesticide use and risk
through alternate control techniques
and by favoring compounds, formula-
tions, and application methods that
present the lowest potential hazard to
humans and the environment; and

(38) Systems approach. The IPM pest
control contract must be effectively
coordinated with all other relevant
programs that operate in and around a
building, including plans and proce-
dures involving design and construc-
tion, repairs and alterations, cleaning,
waste management, food service, and
other activities.

(n) For new records storage facilities
only, the additional requirements in
this paragraph (n) must be met:

(1) Do not install mechanical equip-
ment, excluding material handling and
conveyance equipment that have oper-
ating thermal breakers on the motor,
containing motors rated in excess of 1
HP within records storage areas (either
floor mounted or suspended from roof
support structures).

(2) Do not install high-voltage elec-
trical distribution equipment (i.e.,
13.2kv or higher switchgear and trans-
formers) within records storage areas
(either floor mounted or suspended
from roof support structures).

(3) A redundant source of primary
electric service such as a second pri-
mary service feeder should be provided
to ensure continuous, dependable serv-
ice to the facility especially to the
HVAC systems, fire alarm and fire pro-
tection systems. Manual switching be-
tween sources of service is acceptable.

§1234.12

(4) A facility storing permanent
records must be kept under positive air
pressure, especially in the area of the
loading dock. In addition, to prevent
fumes from vehicle exhausts from en-
tering the facility, air intake louvers
must not be located in the area of the
loading dock, adjacent to parking
areas, or in any location where a vehi-
cle engine may be running for any pe-
riod of time. Loading docks must have
an air supply and exhaust system that
is separate from the remainder of the
facility.

§1234.12 What are the fire safety re-
quirements that apply to records
storage facilities?

(a) The fire detection and protection
systems must be designed or reviewed
by a licensed fire protection engineer.
If the system was not designed by a li-
censed fire protection engineer, the re-
view requirement is met by furnishing
a report under the seal of a licensed
fire protection engineer that describes
the design intent of the fire detection
and suppression system, detailing the
characteristics of the system, and de-
scribing the specific measures beyond
the minimum features required by code
that have been incorporated to mini-
mize loss. The report should make spe-
cific reference to appropriate industry
standards used in the design, such as
those issued by the National Fire Pro-
tection Association, and any testing or
modeling or other sources used in the
design.

(b) All interior walls separating
records storage areas from each other
and from other storage areas in the
building must be at least three-hour
fire barrier walls. A records storage fa-
cility may not store more than 250,000
cubic feet total of Federal records in a
single records storage area. When Fed-
eral records are combined with other
records in a single records storage
area, only the Federal records will
apply toward this limitation.

(c) Fire barrier walls that meet the
following specifications must be pro-
vided:

(1) For existing records storage fa-
cilities, at least one-hour-rated fire
barrier walls must be provided between
the records storage areas and other
auxiliary spaces.
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(2) For new records storage facilities,
two-hour-rated fire barrier walls must
be provided between the records stor-
age areas and other auxiliary spaces.
One exterior wall of each stack area
must be designed with a maximum fire
resistive rating of one hour, or, if rated
more than one hour, there must be at
least one knock-out panel in one exte-
rior wall of each stack area.

(d) Penetrations in the walls must
not reduce the specified fire resistance
ratings. The fire resistance ratings of
structural elements and construction
assemblies must be in accordance with
ASTM E 119-98 (incorporated by ref-
erence, see §1234.3).

(e) The fire resistive rating of the
roof must be a minimum of ¥ hour for
all records storage facilities, or must
be protected by an automatic sprinkler
system designed, installed, and main-
tained in accordance with NFPA 13 (in-
corporated by reference, see §1234.3).

(f) Openings in fire barrier walls sep-
arating records storage areas must be
avoided to the greatest extent possible.
If openings are necessary, they must be
protected by self-closing or automatic
Class A fire doors, or equivalent doors
that maintain the same rating as the
wall.

(g) Roof support structures that cross
or penetrate fire barrier walls must be
cut and supported independently on
each side of the fire barrier wall.

(h) If fire barrier walls are erected
with expansion joints, the joints must
be protected to their full height.

(i) Building columns in the records
storage areas must be at least 1-hour
fire resistant or protected in accord-
ance with NFPA 13 (incorporated by
reference, see §1234.3).

(j) Automatic roof vents for routine
ventilation purposes must not be de-
signed into new records storage facili-
ties. Automatic roof vents, designed
solely to vent in the case of a fire, with
a temperature rating at least twice
that of the sprinkler heads are accept-
able.

(k) Where lightweight steel roof or
floor supporting members (e.g., bar
joists having top chords with angles 2
by 12 inches or smaller, 1/4-inch thick
or smaller, and 13/16-inch or smaller
Web diameters) are present, they must
be protected either by applying a 10-
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minute fire resistive coating to the top
chords of the joists, or by retrofitting
the sprinkler system with large drop
sprinkler heads. If a fire resistive coat-
ing is applied, it must be a product
that will not release (off gas) harmful
fumes into the facility. If fire resistive
coating is subject to air erosion or
flaking, it must be fully enclosed in a
drywall containment constructed of
metal studs with fire retardant
drywall. Retrofitting may require
modifications to the piping system to
ensure that adequate water capacity
and pressure are provided in the areas
to be protected with these large drop
sprinkler heads.

(1) Open flame (o0il or gas) unit heat-
ers or equipment, if used in records
storage areas, must be installed or used
in the records storage area in accord-
ance with NFPA 54 (incorporated by
reference, see §1234.3), and the JAPMO/
ANSI UMC 1, Uniform Mechanical Code
(incorporated by reference, see §1234.3).

(m) For existing records storage fa-
cilities, boiler rooms or rooms con-
taining equipment operating with a
fuel supply (such as generator rooms)
must be separated from records storage
areas by 2-hour-rated fire barrier walls
with no openings directly from these
rooms to the records storage areas.
Such areas must be vented directly to
the outside to a location where fumes
will not be drawn back into the facil-
ity.

(n) For new records storage facilities,
boiler rooms or rooms containing
equipment operating with a fuel supply
(such as generator rooms) must be sep-
arated from records storage areas by 4-
hour-rated fire barrier walls with no
openings directly from these rooms to
the records storage areas. Such areas
must be vented directly to the outside
to a location where fumes will not be
drawn back into the facility.

(o) For new records storage facilities,
fuel supply lines must not be installed
in areas containing records and must
be separated from such areas with 4-
hour rated construction assemblies.

(p) Equipment rows running perpen-
dicular to the wall must comply with
NFPA 101 (incorporated by reference,
see §1234.3), with respect to egress re-
quirements.

862



National Archives and Records Administration

(1) No oil-type electrical trans-
formers, regardless of size, except ther-
mally protected devices included in flu-
orescent light ballasts, may be in-
stalled in the records storage areas. All
electrical wiring must be in metal con-
duit, except that armored cable may be
used where flexible wiring connections
to light fixtures are required. Battery
charging areas for electric forklifts
must be separated from records storage
areas with at least a 2-hour rated fire
barrier wall.

(r) Hazardous materials, including
records on cellulose nitrate film, must
not be stored in records storage areas.
Nitrate motion picture film and nitrate
sheet film may be stored in separate
areas that meet the requirements of
the appropriate NFPA standards,
NFPA 40-1997 (incorporated by ref-
erence, see §1234.3), or NFPA 42 (incor-
porated by reference, see §1234.3).

(s) All record storage and adjoining
areas must be protected by a profes-
sionally-designed fire-safety detection
and suppression system that is de-
signed to limit the maximum antici-
pated loss in any single fire event in-
volving a single ignition and no more
than 8 ounces of accelerant to a max-
imum of 300 cubic feet of records de-
stroyed by fire. Section 1234.32 specifies
how to document compliance with this
requirement.

§1234.14 What are the requirements

for environmental controls for
records storage facilities?
(a) Paper-based temporary records.

Paper-based temporary records must be
stored under environmental conditions
that prevent the active growth of mold.
Exposure to moisture through leaks or
condensation, relative humidities in
excess of 70%, extremes of heat com-
bined with relative humidity in excess
of 556%, and poor air circulation during
periods of elevated heat and relative
humidity are all factors that con-
tribute to mold growth.

(b) Nontextual temporary records. Non-
textual temporary records, including
microforms and audiovisual and elec-
tronic records, must be stored in
records storage space that is designed
to preserve them for their full reten-
tion period. New records storage facili-
ties that store nontextual temporary

§1234.14

records must meet the requirements in
this paragraph (b) beginning on Sep-
tember 28, 2005. Existing records stor-
age facilities that store nontextual
temporary records must meet the re-
quirements in this paragraph (b) no
later than October 1, 2009. At a min-
imum, nontextual temporary records
must be stored in records storage space
that meets the requirements for me-
dium term storage set by the appro-
priate standard in this paragraph (b).
In general, medium term conditions as
defined by these standards are those
that will ensure the preservation of the
materials for at least 10 years with lit-
tle information degradation or loss.
Records may continue to be usable for
longer than 10 years when stored under
these conditions, but with an increas-
ing risk of information loss or degrada-
tion with longer times. If temporary
records require retention longer than
10 years, better storage conditions
(cooler and drier) than those specified
for medium term storage will be need-
ed to maintain the usability of these
records. The applicable standards are:

(1) ANSI/PIMA 1IT9.11 (incorporated
by reference, see §1234.3);

(2) ANSI/NAPM 1IT9.23 (incorporated
by reference, see §1234.3);

(3) ANSI/PIMA 1IT9.25 (incorporated
by reference, see §1234.3);

(4) ANSI/NAPM 1IT9.20 (incorporated
by reference, see §1234.3); and/or

(5) ANSI/NAPM 1IT9.18 (incorporated
by reference, see §1234.3).

(c) Paper-based permanent, unsched-
uled and sample/select records. Paper-
based permanent, unscheduled, and
sample/select records must be stored in
records storage space that provides 24
hour/365 days per year air conditioning
(temperature, humidity, and air ex-
change) equivalent to that required for
office space. See ANSI/ASHRAE Stand-
ard 55 (incorporated by reference, see
§1234.3), and ASHRAE Standard 62 (in-
corporated by reference, see §1234.3),
for specific requirements. New records
storage facilities that store paper-
based permanent, unscheduled, and/or
sample/select records must meet the
requirement in this paragraph (c) be-
ginning on September 28, 2005. Existing
storage facilities that store paper-
based permanent, unscheduled, and/or
sample/select records must meet the
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requirement in this paragraph (c¢) no
later than October 1, 2009.

(d) Nontextual permanent, unscheduled,
and/or sample/select records. All records
storage facilities that store microfilm,
audiovisual, and/or electronic perma-
nent, unscheduled, and/or sample/select
records must comply with the storage
standards for permanent and unsched-
uled records in parts 1238, 1237, and/or
1236 of this subchapter, respectively.

Subpart C—Handling Deviations
From NARA’s Facility Standards

§1234.20 What rules apply if there is a
conflict between NARA standards
and other regulatory standards that
a facility must follow?

(a) If any provisions of this part con-
flict with local or regional building
codes, the following rules of precedence
apply:

(1) Between differing levels of fire
protection and life safety, the more
stringent provision applies; and

(2) Between mandatory provisions
that cannot be reconciled with a re-
quirement of this part, the local or re-
gional code applies.

(b) If any of the provisions of this
part conflict with mandatory life safe-
ty or ventilation requirements imposed
on underground storage facilities by 30
CFR chapter I, 30 CFR chapter I ap-
plies.

(c) NARA reserves the right to re-
quire documentation of the mandatory
nature of the conflicting code and the
inability to reconcile that provision
with NARA requirements.

§1234.22 How does an agency request
a waiver from a requirement in this
part?

(a) Types of waivers that may be ap-
proved. NARA may approve exceptions
to one or more of the standards in this
part for:

(1) Systems, methods, or devices that
are demonstrated to have equivalent or
superior quality, strength, fire resist-
ance, effectiveness, durability, and
safety to those prescribed by this sub-
part;

(2) Existing agency records centers
that met the NARA standards in effect
prior to January 3, 2000, but do not
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meet a new standard required to be in
place on September 28, 2005; and

(3) The application of roof require-
ments in §§1234.10 and 1234.12 to under-
ground storage facilities.

(b) Where to submit a waiver request.
The agency submits a waiver request,
containing the information specified in
paragraphs (c), (d), and/or (e) of this
section to the Director, Space and Se-
curity Management Division (NAS),
National Archives and Records Admin-
istration, 8601 Adelphi Rd., College
Park, MD 20740-6001, phone number
(301) 837-18617.

(c) Content of request for waivers for
equivalent or superior alternatives. The
agency’s waiver request must contain:

(1) A statement of the specific provi-
sion(s) of this part for which a waiver
is requested, a description of the pro-
posed alternative, and an explanation
how it is equivalent to or superior to
the NARA requirement; and

(2) Supporting documentation that
the alternative does not provide less
protection for Federal records than
that which would be provided by com-
pliance with the corresponding provi-
sions contained in this subpart. Docu-
mentation may take the form of cer-
tifications from a licensed fire protec-
tion engineer or a structural or civil
engineer, as appropriate; reports of
independent testing; reports of com-
puter modeling; and/or other sup-
porting information.

(d) Content of request for waiver for
previously compliant agency records cen-
ter. The agency’s waiver request must
identify which requirement(s) the
agency records center cannot meet and
provide a plan with milestones for
bringing the center into compliance.

(e) Content of request for waiver of roof
requirements for underground facility.
The agency’s waiver request must iden-
tify the location of the facility and
whether the facility is a drift entrance
facility or a vertical access facility.

§1234.24 How does NARA process a
waiver request?

(a) Waiver for equivalent or superior al-
ternative. NARA will review the waiver
request and supporting documentation.

(1) If in NARA’s judgment the sup-
porting documentation clearly sup-
ports the claim that the alternative is
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equivalent or superior to the NARA re-
quirement, NARA will grant the waiver
and notify the requesting agency with-
in 30 calendar days.

(2) If NARA questions whether sup-
porting documentation demonstrates
that the proposed alternative offers at
least equal protection to Federal
records, NARA will consult the appro-
priate industry standards body or other
qualified expert before making a deter-
mination. NARA will notify the re-
questing agency within 30 calendar
days of receipt of the request that con-
sultation is necessary and will provide
a final determination within 60 cal-
endar days. If NARA does not grant the
waiver, NARA will furnish a full expla-
nation of the reasons for its decision.

(b) Waiver of new requirement for exist-
ing agency records center. NARA will re-
view the agency’s waiver request and
plan to bring the facility into compli-
ance.

(1) NARA will approve the request
and plan within 30 calendar days if
NARA judges the planned actions and
time frames for bringing the facility
into compliance are reasonable.

(2) If NARA questions the feasibility
or reasonableness of the plan, NARA
will work with the agency to develop a
revised plan that NARA can approve
and the agency can implement. NARA
may grant a short-term temporary
waiver, not to exceed 180 calendar days,
while the revised plan is under develop-
ment.

(c) Waiver of roof requirements for un-
derground storage facilities. NARA will
normally grant the waiver and notify
the requesting agency within 10 work
days if the agency has not also re-
quested a waiver of a different require-
ment under §1234.30. If the agency has
another waiver request pending for the
same facility, NARA will respond to all
of the waiver requests at the same time
and within the longest time limits.

Subpart D—Facility Approval and
Inspection Requirements

§1234.30 How does an agency request
authority to establish or relocate
records storage facilities?

(a) General policy. Agencies are re-
sponsible for ensuring that records in
their legal custody are stored in appro-

§1234.30

priate space as outlined in this part.
Under §1232.18(a), agencies are respon-
sible for initiating action to remove
records from space that does not meet
these standards if deficiencies are not
corrected within 6 months after initial
discovery of the deficiencies by NARA
or the agency and to complete removal
of the records within 18 months after
initial discovery of the deficiencies.

(1) Agency records centers. Agencies
must obtain prior written approval
from NARA before establishing or relo-
cating an agency records center. Each
separate agency records center must be
specifically approved by NARA prior to
the transfer of any records to that indi-
vidual facility. If an agency records
center has been approved for the stor-
age of Federal records of one agency,
any other agency that proposes to
store its records in that facility must
still obtain NARA approval to do so.

(2) Commercial records storage facilities.
An agency may contract for commer-
cial records storage services. However,
before any agency records are trans-
ferred to a commercial records storage
facility, the transferring agency must
ensure that the facility meets all of the
requirements for an agency records
storage facility set forth in this sub-
part and must submit the documenta-
tion required in paragraph (e) of this
section.

(b) Exclusions. For purposes of this
section, the term ‘‘agency records cen-
ter”’ excludes NARA-owned and oper-
ated records centers. For purposes of
this section and §1234.34, the term
‘‘agency records center’ also excludes
agency records staging and/or holding
areas with a capacity for containing
less than 25,000 cubic feet of records.
However, such records centers and
areas, including records centers oper-
ated and maintained by NARA, must
comply with the facility standards in
§§1234.10 through 1234.14.

(c) Content of requests for agency
records centers. Requests for authority
to establish or relocate an agency
records center, or to use an agency
records center operated by another
agency, must be submitted in writing
to the Director, Space and Security
Management Division (NAS), National
Archives and Records Administration,
8601 Adelphi Road, College Park, MD
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20740-6001, phone number (301) 837-1867.
The request must identify the specific
facility and, for requests to establish
or relocate the agency’s own records
center, document compliance with the
standards in this subpart. Documenta-
tion requirements for §1234.12(s) are
specified in §1234.32.

(d) Approval of requests for agency
records centers. NARA will review the
submitted documentation to ensure the
facility demonstrates full compliance
with the standards in this subpart.
NARA reserves the right to visit the
facility, if necessary, to make the de-
termination of compliance. NARA will
inform the agency of its decision with-
in 45 calendar days after the request is
received, and will provide the agency
information on the areas of noncompli-
ance if the request is denied. Requests
will be denied only if NARA determines
that the facility does not demonstrate
full compliance with the standards in
this subpart. Approvals will be wvalid
for a period of 10 years, unless the fa-
cility is materially changed before
then or an agency or NARA inspection
finds that the facility does not meet
the standards in this subpart. Material
changes require submission of a new re-
quest for NARA approval.

(e) Documentation requirements for
storing Federal records in commercial
records storage facilities. At least 45 cal-
endar days before an agency first
transfers records to a commercial
records storage facility, the agency
must submit documentation to NARA
that the facility complies with the
standards in this subpart. The docu-
mentation may take the form of a copy
of the agency’s contract that incor-
porates this subpart in its provisions or
a statement from the agency records
officer that certifies that the facility
meets the standards in this subpart. An
agency must provide the documenta-
tion for each separate commercial
records storage facility where its
records will be stored. Documentation
must be sent to the Director, Space
and Security Management Division
(NAS), National Archives and Records
Administration, 8601 Adelphi Road,
College Park, MD 20740-6001, phone
number (301) 837-1867. The agency must
submit updated documentation to
NARA every 10 years if it continues to

36 CFR Ch. XIlI (7-1-12 Edition)
store records in that commercial
records storage facility.

§1234.32 What does an agency have to
do to certify a fire-safety detection
and suppression system?

(a) Content of documentation. The
agency must submit documentation to
the Director, Space and Security Man-
agement Division (NAS), National Ar-
chives and Records Administration,
8601 Adelphi Road, College Park, MD
20740-6001, phone number (301) 837-1867,
that describes the space being pro-
tected (e.g., the type and stacking
height of the storage equipment used,
or how the space is designed, con-
trolled, and operated) and the charac-
teristics of the fire-safety detection
and suppression system used. The docu-
mentation must demonstrate how that
system meets the requirement in
§1234.12(s) through:

(1) A statement that the facility is
using a NARA certified system as de-
scribed in Appendix B to this part;

(2) A report of the results of inde-
pendent live fire testing (Factory Mu-
tual, Underwriters Laboratories or
Southwest Research Institute); or

(3) A report under seal of a licensed
fire protection engineer that:

(i) Describes the design intent of the
fire suppression system to limit the
maximum anticipated loss in any sin-
gle fire event involving a single igni-
tion and no more than 8 fluid ounces of
petroleum-type hydrocarbon
accelerant (such as, for example,
heptanes or gasoline) to a maximum of
300 cubic feet of Federal records de-
stroyed by fire. The report need not
predict a maximum single event loss at
any specific number, but rather should
describe the design intent of the fire
suppression system. The report may
make reasonable engineering and other
assumptions such as that the fire de-
partment responds within XX minutes
(the local fire department’s average re-
sponse time) and promptly commences
suppression actions. In addition, any
report prepared under this paragraph
should assume that the accelerant is
saturated in a cotton wick that is 3
inches in diameter and 6 inches long
and sealed in a plastic bag and that the
fire is started in an aisle at the face of
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a carton at floor level. Assumptions
must be noted in the report;

(ii) Details the characteristics of the
system; and

(iii) Describes the specific measures
beyond the minimum features required
by the applicable building code that
have been incorporated to limit de-
struction of records. The report should
make specific references to industry
standards used in the design, such as
those issued by the National Fire Pro-
tection Association, and any testing or
modeling or other sources used in the
design.

(b) NARA action. (1) NARA will ap-
prove the fire-safety detection and sup-
pression system within 10 work days if
NARA has previously approved the sys-
tem design for similarly configured
space or if a report of independent test-
ing of a new system design is furnished
as documentation.

(2) If, in NARA’s judgment, the sup-
porting documentation provided in ac-
cordance with paragraph (a)(3) of this
section clearly demonstrates compli-
ance with §1234.12(s), NARA will ap-
prove the fire-safety detection and sup-
pression system within 30 calendar
days.

(3) If NARA questions whether sup-
porting documentation demonstrates
compliance with §1234.12(s), NARA will
consult the appropriate industry stand-
ards body or other qualified expert be-
fore making a determination. Before
any consultation, NARA may ask the
agency for additional clarifying infor-
mation. NARA will notify the request-
ing agency within 30 calendar days of
receipt of the request that consultation
is necessary and will provide a final de-
termination within 60 calendar days. If
NARA does not approve the system,

Pt. 1234, App. A

NARA will furnish a full explanation of
the reasons for its decision.

(4) NARA will maintain a list of ap-
proved alternative systems.

§1234.34 When may NARA conduct an
inspection of a records storage fa-
cility?

(a) At the time an agency submits a
request to establish an agency records
center, pursuant to §1234.30, NARA
may conduct an inspection of the pro-
posed facility to ensure that the facil-
ity complies fully with the standards
in this subpart. NARA may also con-
duct periodic inspections of agency
records centers so long as such facility
is used as an agency records center.
NARA will inspect its own records cen-
ter facilities on a periodic basis to en-
sure that they are in compliance with
the requirements of this subpart.

(b) Agencies must ensure, by con-
tract or otherwise, that agency and
NARA officials, or their delegates,
have the right to inspect commercial
records storage facilities to ensure that
such facilities fully comply with the
standards in this subpart. NARA may
conduct periodic inspections of com-
mercial records storage facilities so
long as agencies use such facilities to
store agency records. The using agen-
cy, not NARA, will be responsible for
paying any fee or charge assessed by
the commercial records storage facility
for NARA’s conducting an inspection.

(c) NARA will contact the agency op-
erating the records center or the agen-
cy holding a contract with a commer-
cial records storage facility in advance
to set a date for the inspection.

APPENDIX A TO PART 1234—MINIMUM SE-
CURITY STANDARDS FOR LEVEL III
FEDERAL FACILITIES

RECOMMENDED STANDARDS CHART

[Reproduced from Section 2.3 (pp. 2—6 through 2-9) of U.S. Department of Justice, United States Marshals Service report
Vulnerability Assessment of Federal Facilities]

Level lll
Perimeter Security
Parking:
Control of facility parking Required.
Control of adjacent parking ............ Desirable.
Avoid leases where parking cannot be controlled . Desirable.
Leases should provide security control for adjacent parklng Desirable.
Post signs and arrange for towing unauthorized vehicles ...... Required.
ID system and procedures for authorized parklng (placard decal, card key etC.) s Required.
Adequate lighting for parking areas . Required.
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RECOMMENDED STANDARDS CHART—Continued

[Reproduced from Section 2.3 (pp. 2—6 through 2-9) of U.S. Department of Justice, United States Marshals Service report
Vulnerability Assessment of Federal Facilities]

Level lll
Closed Circuit Television (CCTV) Monitoring:
CCTV surveillance cameras with time lapse video recording .. Recommended.
Post signs advising of 24 hour video surveillance ............. Recommended.
Lighting:
Lighting with emergency power backup .............. Required.
Physical Barriers:
Extend physical perimeter with barriers (concrete and/or steel composition) ... .... | Desirable.
Parking barriers .......... Desirable.
Entry Security
Receiving/Shipping:
Review receiving/shipping procedures (current) . Required.
Implement receiving/shipping procedures (modified) .............. Required.
Access Control:
Evaluate facility for security guard requirements .. Required.
Security guard patrol .. Recommended.
Intrusion detection system with central monnorlng capablllty Required.
Upgrade to current life safety standards (fire detection, fire suppressmn systems etc ) .............. Required.
Entrances/Exits:
X-ray & magnetometer at public entrances ....... . | Recommended.
Require x-ray screening of all ma|l/packages ....... Recommended.
High security locks ...... Required.
Interior Security
Employee/Visitor Identification:
Agency photo ID for all personnel displayed at all times ....... Recommended.
Visitor control/screening system ...... Required.
Visitor identification accountability system ........... Recommended.
Establish ID issuing authority ........... Recommended.
Utilities:
Prevent unauthorized access to utility areas ...... Required.

Provide emergency power to critical systems (alarm systems radio communlcatlons computer | Required.
facilities, etc.).
Occupant Emergency Plans:

Examine occupant emergency plans (OEP) and contingency procedures based on threats ....... Required.

OEPs in place, updated annually, periodic testing exercise .. Required.

Assign & train OEP officials (aSS|gnment based on Iargest tenant in facmty) ............................... Required.

Annual tenant training . . Required.
Daycare Centers:

Evaluate whether to locate daycare facilities in buildings with high threat activities ..................... Required.

Compare feasibility of locating daycare in outside locations ... Required.

Security Planning

Intelligence Sharing:

Establish law enforcement agency/security liaisons . Required.

Review/establish procedure for intelligence recelpi/dlssemlnatlon ................................................ Required.

Establish uniform security/threat nomenclature . Required.
Training:

Conduct annual security awareness training ..... Required.

Establish standardized unarmed guard quallflcatlons/tralnlng requwements . Required.

Establish standardized armed guard qualifications/training requirements Required.
Tenant Assignment:

Co-locate agencies with similar security needs ... Desirable.

Do not co-locate high/low risk agencies ............ . | Desirable.

Administrative Procedures:
Establish flexible work schedule in high threat/high risk areas to minimize employee vulner- | Desirable.
ability to criminal activity.
Arrange for employee parking in/near building after normal work hours ..........ccccoceviiiiiicicneens Recommended.
Conduct background security checks and/or establish security control procedures for service | Required.
contract personnel.
Construction/Renovation:

Install mylar film on all exterior windows (shatter protection) . Recommended.
Review current projects for blast standards ....... Required.
Review/establish uniform standards for construction .. Required.
Review/establish new design standard for blast resistance .. Required.
Establish street set-back for new construction ... Recommended.
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TERMS AND DEFINITIONS IN RECOMMENDED STANDARDS CHART

[Reproduced from Appendix B, Details of Recommended Security Standards, U.S. Department of Justice, United States
Marshals Service report Vulnerability Assessment of Federal Facilities]

Term

Definition/description

B.1 Perimeter Security

Parking

Control of Facility Parking

Control of Adjacent Parking

Avoid Leases Where Parking Cannot Be
Controlled.

Lease Should Provide Control for Adjacent
Parking.

Post Signs and Arrange for Towing Unau-
thorized Vehicles.

ID System and Procedures for Authorized
Parking.

Adequate Lighting for Parking Areas

Access to government parking should be limited where possible to government ve-
hicles and personnel. At a minimum, authorized parking spaces and vehicles
should be assigned and identified.

Where feasible, parking areas adjacent to federal space should also be controlled
to reduce the potential for threats against Federal facilities and employee expo-
sure to criminal activity.

Avoid leasing facilities where parking cannot be controlled. If necessary, relocate
offices to facilities that do provide added security through regulated parking.

Endeavor to negotiate guard services as part of lease.

Procedures should be established and implemented to alert the public to towing
policies, and the removal of unauthorized vehicles.

Procedures should be established for identifying vehicles and corresponding park-
ing spaces (placard, decal, card key, etc.)

Effective lighting provides added safety for employees and deters illegal or threat-
ening activities.

Closed circuit television (CCTV) monitoring

CCTV Surveillance Cameras With Time
Lapse Video Recording.

Post Signs Advising of 24 Hour Video Sur-
veillance.

Twenty-four hour CCTV surveillance and recording is desirable at all locations as a
deterrent. Requirements will depend on assessment of the security level for each
facility. Time-lapse video recordings are also highly valuable as a source of evi-
dence and investigative leads.

Warning signs advising of twenty-four hour surveillance act as a deterrent in pro-
tecting employees and facilities.

Lighting

Lighting with Emergency Power Backup ....

Standard safety code requirement in virtually all areas. Provides for safe evacu-
ation of buildings in case of natural disaster, power outage, or criminal/terrorist
activity.

Physical Barriers

Extend Physical Perimeter, With Barriers ...

Parking Barriers

This security measure will only be possible in locations where the Government
controls the property and where physical constraints are not present. (barriers of
concrete and/or steel composition)

Desirable to prevent unauthorized vehicle access.

B.2 Entry Security
Receiving/Shipping

Review Receiving/Shipping Procedures
(Current).
Implement Receiving/Shipping Procedures
(Modified).

Audit current standards for package entry and suggest ways to enhance security.

After auditing procedures for receiving/shipping, implement improved procedures
for security enhancements.

Access Control

Evaluate Facility for Security Guard Re-
quirements.

Security Guard Patrol ...........cccccccceviiiiinns

Intrusion Detection System With Central
Monitoring Capability.

Upgrade to Current Life Safety Standards

If security guards are required, the number of guards at any given time will depend
on the size of the facility, the hours of operation, and current risk factors, etc.

Desirable for level | and Il facilities and may be included as lease option. Level I,
IV and V facilities will have security guard patrol based on facility evaluation.

Desirable in Level | facilities, based on evaluation for Level Il facilities, and re-
quired for Levels Ill, IV and V.

Required for all facilities as part of GSA design requirements, (e.g. fire detection,
fire suppression systems, etc.)

Entrances/Exits

X-Ray and Magnetometer at Public En-
trances.

May be impractical for Level | and Il facilities. Level Ill and IV evaluations would
focus on tenant agencies, public interface, and feasibility. Required for Level V.

Require X-Ray Screening of all Mail/Pack-
ages.

All packages entering building should be subject to x-ray screening and/or visual
inspection.
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TERMS AND DEFINITIONS IN RECOMMENDED STANDARDS CHART—Continued

[Reproduced from Appendix B, Details of Recommended Security Standards, U.S. Department of Justice, United States
Marshals Service report Vulnerability Assessment of Federal Facilities]

Term

Definition/description

High Security Locks .

Any exterior entrance should have a high security lock as determined by GSA
specifications and/or agency requirements.

B.3
Employee/Visitor Identification

Interior Security

Agency Photo ID for all Personnel Dis-
played At All Times.
Visitor Control/Security System

Visitor Id Accountability System ..................

Establish Id Issuing Authority .............cccc....

May not be required in smaller facilities.

Visitors should be readily apparent in Level | facilities. Other facilities may ask visi-
tors to sign-in with a receptionist or guard, or require an escort, or formal identi-
fication/badge.

Stringent methods of control over visitor badges will ensure that visitors wearing
badges have been screened and are authorized to be at the facility during the
appropriate time frame.

Develop procedures and establish authority for issuing employee and visitor IDs.

Utilities

Prevent Unauthorized Access to Utility
Areas.

Provide Emergency Power To Critical Sys-
tems.

Smaller facilities may not have control over utility access, or locations of utility
areas. Where possible, assure that utility areas are secure and that only author-
ized personnel can gain entry.

Tenant agency is responsible for determining which computer and communication
systems require back-up power. All alarm systems, CCTV monitoring devices,
fire detection systems, entry control devices, etc. require emergency power
sources. (Alarm Systems, Radio Communications, Computer Facilities, Etc.)

Occupant Emergency Plans

Examine Occupant Emergency Plan (OEP)
and Contingency Procedures Based on
Threats.

Assign and Train OEP Officials ..

Annual Tenant Training ........cccocveeviieeene

Review and update current OEP procedures for thoroughness. OEPs should reflect
the current security climate.

Assignment based on GSA requirement that largest tenant in facility maintain OEP
responsibility. Officials should be assigned, trained and a contingency plan es-
tablished to provide for the possible absence of OEP officials in the event of
emergency activation of the OEP.

All tenants should be aware of their individual responsibilities in an emergency situ-
ation.

Day Care Center

Re-Evaluate Current Security and Safety
Standards.

Assess Feasibility of Locating Day Care
Within Federal Facility.

Conduct a thorough review of security and safety standards.

If a facility is being considered for a day care center, an evaluation should be
made based on the risk factors associated with tenants and the location of the
facility.

B.4 Security Planning
Intelligence Sharing

Establish Law Enforcement Agency/Secu-
rity Liaisons.

Review/Establish  Procedures for Intel-

ligence Receipt/Dissemination.

Establish Uniform Security/Threat Nomen-
clature.

Intelligence sharing between law enforcement agencies and security organizations
should be established in order to facilitate the accurate flow of timely and rel-
evant information between appropriate government agencies. Agencies involved
in providing security must be part of the complete intelligence process.

Determine what procedures exist to ensure timely delivery of critical intelligence.
Review and improve procedures to alert agencies and specific targets of crimi-
nal/terrorist threats. Establish standard administrative procedures for response to
incoming alerts. Review flow of information for effectiveness and time critical dis-
semination.

To facilitate communication, standardized terminology for Alert Levels should be
implemented. (Normal, Low, Moderate, and High—As recommended by Security
Standards Committee)

Training

Conduct Annual Security Awareness Train-
ing.

Provide security awareness training for all tenants. At a minimum, self-study pro-
grams utilizing videos, and literature, etc. should be implemented. These mate-
rials should provide up-to-date information covering security practices, employee
security awareness, and personal safety, etc.
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[Reproduced from Appendix B, Details of Recommended Security Standards, U.S. Department of Justice, United States
Marshals Service report Vulnerability Assessment of Federal Facilities]

Term

Definition/description

Establish Standardized Armed And Un-
armed Guard Qualifications/Training Re-
quirements.

Requirements for these positions should be standardized government wide.

Tenant Assignment

Co-Locate Agencies With Similar Security
Needs.
Do Not Co-Locate High/Low Risk Agencies

To capitalize on efficiencies and economies, agencies with like security require-
ments should be located in the same facility if possible.

Low risk agencies should not take on additional risk by being located with high risk
agencies.

Administrative Procedures

Establish Flexible Work Schedule in High
Threat/High Risk Area to Minimize Em-
ployee Vulnerability to Criminal Activity.

Arrange for Employee Parking In/Near
Building After Normal Work Hours.

Conduct Background Security Checks and/
or Establish Security Control Procedures
for Service Contract Personnel.

Flexible work schedules can enhance employee safety by staggering reporting and
departure times. As an example flexible schedules might enable employees to
park closer to the facility by reducing the demand for parking at peak times of
the day.

Minimize exposure to criminal activity by allowing employees to park at or inside
the building.

Establish procedures to ensure security where private contract personnel are con-
cerned. Procedures may be as simple as observation or could include sign-in/es-
cort. Frequent visitors may necessitate a background check with contractor ID
issued.

Construction/Renovation

Install Mylar Film on All Exterior Windows
(Shatter Protection).

Review Current Projects For Blast Stand-
ards.

Review/Establish Uniform Standards For
Construction.

Review/Establish New Design Standard for
Blast RESISTANCE.

Establish Street Set-Back for New Con-
struction.

Application of shatter resistant material to protect personnel and citizens from the
hazards of flying glass as a result of impact or explosion.

Design and construction projects should be reviewed if possible, to incorporate cur-
rent technology and blast standards. Immediate review of ongoing projects may
generate savings in the implementation of upgrading to higher blast standards
prior to completion of construction.

Review, establish, and implement uniform construction standards as it relates to
security considerations.

In smaller facilities or those that lease space, control over design standards may
not be possible. However, future site selections should attempt to locate in facili-
ties that do meet standards. New construction of government controlled facilities
should review, establish, and implement new design standards for blast resist-
ance.

Every foot between a potential bomb and a building will dramatically reduce dam-
age and increase the survival rate. Street set-back is always desirable, but
should be used in conjunction with barriers in Level IV and V facilities.

(Reproduced from Appendix C, Classification Table, U.S. Department of Justice, United States Marshals Service report
Vulnerability Assessment of Federal Facilities)

Level

Typical location

Agency Mix: Government Records.

APPENDIX B TO PART 1234—ALTER-
NATIVE CERTIFIED FIRE-SAFETY DE-
TECTION AND SUPPRESSION SYS-

TEM(S)

2. Specifications for NARA facilities using 15
foot high records storage. NARA fire-safety
systems that incorporate all components
specified in paragraphs 2.a. through n. of this
appendix have been tested and certified to
meet the requirements in §1234.12(s) for an

1. General. This Appendix B contains infor-
mation on the Fire-safety Detection and
Suppression System(s) tested by NARA
through independent live fire testing that
are certified to meet the requirement in
§1234.12(s) for storage of Federal Records.
Use of a system specified in this appendix is
optional. A facility may choose to have an
alternate fire-safety detection and suppres-
sion system approved under §1234.32).

acceptable fire-safety detection and suppres-
sion system for storage of Federal records.

a. The records storage height must not ex-
ceed the nominal 15 feet (+3 inches) records
storage height.

b. All records storage and adjoining areas
must be protected by automatic wet-pipe
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sprinklers. Automatic sprinklers are speci-
fied herein because they provide the most ef-
fective fire protection for high piled storage
of paper records on open type shelving.

c. The sprinkler system must be rated at
no higher than 285 degrees Fahrenheit uti-
lizing quick response (QR) fire sprinkler
heads and designed by a licensed fire protec-
tion engineer to provide the specified density
for the most remote 1,500 square feet of floor
area at the most remote sprinkler head in
accordance with NFPA 13 (incorporated by
reference, see §1234.3). For facilities with
roofs rated at 15 minutes or greater, provide
15” QR sprinklers rated at no higher than 285
degrees Fahrenheit designed to deliver a den-
sity of 0.30 gpm per square foot. For unrated
roofs, provide 0.64” QR ‘‘large drop’’ sprin-
Kklers rated at no higher than 285 degrees
Fahrenheit. For facilities using 7 or 8 shelf
track files, use QR sprinklers rated at no
higher than 285 degrees Fahrenheit. For new
construction and replacement sprinklers,
NARA recommends that the sprinklers be
rated at 165 degrees Fahrenheit. Installation
of the sprinkler system must be in accord-
ance with NFPA 13 (incorporated by ref-
erence, see §1234.3).

d. Maximum spacing of the sprinkler heads
must be on a 10-foot grid and the positioning
of the heads must provide complete, unob-
structed coverage, with a clearance of not
less than 18 inches from the top of the high-
est stored materials.

e. The sprinkler system must be equipped
with a water-flow alarm connected to an au-
dible alarm within the facility and to a con-
tinuously staffed fire department or an Un-
derwriters Laboratory approved central
monitoring station (see UL 827 (incorporated
by reference, see §1234.3)) with responsibility
for immediate response.

f. A manual fire alarm system must be pro-
vided with a Underwriters Laboratory ap-
proved (grade A) central monitoring station
service or other automatic means of noti-
fying the municipal fire department. A man-
ual alarm pull station must be located adja-
cent to each exit. Supplemental manual
alarm stations are permitted within the
records storage areas.

g. All water cutoff valves in the sprinkler
system must be equipped with automatic
closure alarm (tamper alarm) connected to a
continuously staffed station, with responsi-
bility for immediate response. If the sprin-
kler water cutoff valve is located in an area
used by the public, in addition to the tamper
alarm, the valves must be provided with
frangible (easily broken) padlocks.

h. A dependable water supply free of inter-
ruption must be provided including a contin-
uous site fire loop connected to the water
main and sized to support the facility with
only one portion of the fire loop operational.
This normally requires a backup supply sys-
tem having sufficient pressure and capacity

36 CFR Ch. XII (7-1-12 Edition)

to meet both fire hose and sprinkler require-
ments for 2-hours. A fire pump connected to
an emergency power source must be provided
in accordance with NFPA 20 (incorporated by
reference, see §1234.3), when adequate water
pressure is not assured. In the event that
public water mains are not able to supply
adequate volumes of water to the site, on-
site water storage must be provided.

i. Interior fire hose stations equipped with
a 1% inch diameter hose may be provided in
the records storage areas if required by the
local fire department, enabling any point in
the records storage area to be reached by a
50-foot hose stream from a 100-foot hose lay.
If provided, these cabinets must be marked
“For Fire Department Use Only.”

j. Where fire hose cabinets are not re-
quired, fire department hose outlets must be
provided at each floor landing in the building
core or stair shaft. Hose outlets must have
an easily removable adapter and cap.
Threads and valves must be compatible with
the local fire department’s equipment. Spac-
ing must be so that any point in the record
storage area can be reached with a 50-foot
hose stream from a 100-foot hose lay.

k. In addition to the designed sprinkler
flow demand, 500 gpm must be provided for
hose stream demand. The hose stream de-
mand must be calculated into the system at
the base of the main sprinkler riser.

1. Fire hydrants must be located within 250
feet of each exterior entrance or other access
to the records storage facility that could be
used by firefighters. Each required hydrant
must provide a minimum flow capacity of 500
gpm at 20 psi. All hydrants must be at least
50 feet away from the building walls and ad-
jacent to a roadway usable by fire apparatus.
Fire hydrants must have at least two, 2%
inch hose outlets and a pumper connection.
All threads must be compatible with local
standards.

m. Portable water-type fire extinguishers
(214 gallon stored pressure type) must be pro-
vided at each fire alarm striking station.
The minimum number and locations of fire
extinguishers must be as required by NFPA
10 (incorporated by reference, see §1234.3).

n. Single level catwalks without automatic
sprinklers installed underneath may be pro-
vided in the service aisles if the edges of all
files in the front boxes above the catwalks
are stored perpendicular to the aisle (to min-
imize files exfoliation in a fire). Where pro-
vided, the walking surface of the catwalks
must be of expanded metal at least .09-inch
thickness with a 2-inch mesh length. The
surface opening ratio must be equal or great-
er than 0.75. The sprinkler water demand for
protection over bays with catwalks where
records above the catwalks are not perpen-
dicular to the aisles must be calculated hy-
draulically to give .30 gpm per square foot
for the most remote 2,000 square feet.
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